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(ADASYN), reduced edited nearest neighbors (RENN), and local outlier factor (LOF) algorithms to enhance the de-

tection performance of the model in complex network traffic environments. Firstly, an adaptive hybrid sampling and

outlier detection with LOF (AR-LOF) algorithm was employed to balance the dataset. Then, a feature pre-extraction

module incorporating a residual attention module was designed to efficiently extract key features from network traf-

fic, improving the learning stability of high-dimensional features. Finally, a local feature-enhanced attention module

was designed. While capturing long-range dependencies using the Transformer encoder structure, the feedforward net-

work of DIPSA was integrated to focus on multi-scale local spatial features, enhancing the model’s sensitivity to dy-

namic and non-uniformly distributed traffic. Experimental results demonstrate that on binary and multi-class classifi-
cation tasks using the UNSW-NB15 and ToN-IoT datasets, T-DIPSA-FRAM achieved F1 scores of 93.58% and
95.35%, and weighted F1 scores of 88.26% and 91.03%, respectively. The study indicates that the T-DIPSA-FRAM

method can effectively improve the reliability of network intrusion detection.

Key words: network intrusion detection, Transformer, Inception, residual attention module, multi-scale convolution
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BAP, I F R i A b B R (1 Se B
75 e AL E el B R P (squeeze-and-
concatenation, SPC) & HUK Hiy N 1) 4 AE /7 41 Kl
53 SRSy, ARG IE I SEWeight T % 3 7 K
FHRN AU JEf4%, 18 Softmax bR 500} 18 18 25
PR A PR HE, e AR HE S 1 2 R RR
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iE 5 [ 46 % N\ B A BEARFAE AT 1E 0 R IR LS 5
B RS 2 RE RS RHE R . BRI
BN B EEIMBORRER G, e
P24 N EHE 0 A TR A B R RS (9 40 R R R
fiE, FFiEiE SPC F1 SE 43 £H 2 45 i 5 8 18 A =
58 ERFAE AR IA . PSA W SE LI R 7
F7s

Hodr, SPCHiH S B PSA B 1) 5% 4 31
gy . B, KHE NI R B T A R kR
m=(b,h,c), FApRFHIRKA, BIREFIHIK
fE, cREFANTHIMEES. HK, FAR
GRS REERELERE, RN RECRER
Fon, FEREBMNCERE T K EL 5 s A
FB R — FBREE RN os, o o ARR IR
AppEEYEE . R, BN AR E XA
R BB, MRAEE g, Hd ARER S
MR B (i=1,2,3,,5). T ZEBR/NE"=2x
i+D+1, HPiREFEIZEM (=1,23,-5).
BE& BN, BRRSAR, SECOHEERSM,
W — f B RN R EhA e, BAaA

_______________________________________________

i [(IT2T7T3T7---TS]
1
1

i | SEWeight module |

Frff

K'-1

NG'=2 2, B GUANHEKA, K"REER
BIR/N o B BT A BRI BB TR R spe ou=
Cat[(fi.fo foo-+ofi) | Horbi=s, CatftPiscsd
B BRs &I NKEZEGR, HnGREIERZ
BF, K4 G'MI5EAL SEweight v = J R, #
ARPSA H s MG B B B LS5 3.3 1. XA et
REfg A AL 3 2 AN A R RER R AR, JRhand
JEEEIIVER JIHLE] (SE BLHRAN Softmax) SR INAL
Ffh A I e (E B
2.6 DSC-Inception-PSA#&EiR
DSC-Inception-PSA Z5 #4411 8 i o IR SE
I AERE RS 3 HES T 2 2 5 1) Transformer 2
@%,m?ﬁ%mgﬁ%éﬁiTiﬁfﬁﬁ%
o fEFFNJE -, e N Es 347 15 — Ak
L, @ PR BUE X R AE AT ) 3
. BEJ5, 5] A\ DSC-Inception Z544, F| AN
FERIEBIZIAT S UR FRARAE, FFalxd PSA AL
Xt AN A) ] BE R AIE AL . DSC-Inception-PSA i Bk
AT B NI R AR RS BARE, & R

______________________________________________

123 5

. ' [ spcis |

> & %ﬁ’\é’ﬁ%@:
SR,

-5 = ol i
\ . /spc OUT

7 PSA NI FE
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VAT Jo AR B ARAE A O E R, AT R T 2
M EAT ARE R T). BART S, W FFN %
NFFERBE A X1, &H— A E R E S (1)
s Sy X2, 548 DSC-Inception % X RF1IE
JEHL: Fy,=PWDW(X2)),ke {1,3,5}. HH, PW
REZSEH, DWREZREEEH. #5, &
ik PSA R 0AN AR AR 8w o) B Mo R AR A B
I NLBE 7T 2 Frsa = Feoncat0(f (Feoncat ))o F:H15 o
R Sigmoid PR #L, fOKREGRIRE. &), 8
it LayerNorm. Dropout 53t A4 G545 it — 5
TRIHEI ZR I AEE M 5z e PERE . ZEME L
9% 1 Transformer 9 ith#% 45 F 0 A% B 1 42 )
AR L R AR 5E 77 -

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

! [ = 1 |
1 I \ ;
! \ _’8 | |DSC-Inception-PSA| |
1 = \ ;
1 } — \ |
] — . | !
! vl BV — ) —=
=R . X % | g|x A
i G) N —~|2|=|!
—TiElEz— o RS Ol £ 2
| =I1S[S| | A A \ 'Jcé’om_}
| | - | | }
|
| I EOE | |
X X |
1 R | _ ‘
[ | S OO — 1 !
J Q 1] !
: LR == |
} = _= _ __ _ _ }

8 DSC-Inception-PSA £ 44

3 ZWHERSHMH

3.1 WK

UNSW-NB15 $i 4 412 phy 8 77 5 8K
R, R T s N AR RS IR 5T ) A
TFEESE . AZEHR AR 7 S P 48 IR 85 IR
RO, B 49 MREIE . B R 10 FR2E 510,
B4 9 PP I AT 1 L e . £ 702K,
BHCERRZ0. 1. 24 34 44 5. 64 7+ 8. 9403l
X 245 Analysis. Backdoor. DoS. Exploits. Fuzz-
Shell-
code. Worms. UNSW-NB15 %4 £& 1 % 25 71 1
TR 1.

ers. Generic. Normal. Reconnaissance-

* 136 -
%1 UNSW-NB15%iE&E
el WG MRS Eilipa
Worms (9) 130 44 THEALIR B
Shellcode (8) 1133 378 IR &G CF
IR RE G D)
Reconnaissance (7) 10491 3 496 [ ~3isn
Generic (5) 40 000 18 871 i G
Exploits (3) 33393 11132 PR Bt
Fuzzers (4) 18 184 6062 TR B T
DoS (2) 12 264 409 T4 55 Bk
Backdoor (1) 1746 583 Ja B
Analysis (0) 2000 677 ST (Ui
BIR, 5B
Normal (6) 56 000 37000 IR R

ToN-ToT K4 412 i B £k S B i
2 TR S5 B BRIV SE e = 61, LN
YOk 2% 22 et semse it F TIPS PRI s
MINRICI ARG, WA 2. AW FTikHEH Network
Batk, A543 ML WEILD 101039 9
MR RRAN LMOIER R, E20REHT,
HEFFRZ0. 10 20 30 40 50 60 74 8 940 IIRE:
Password. Injection. Backdoor. Scanning. Mitm,

Normal. Ransomware. DoS. DDoS. Xss.

%2 ToN-loT #iiR&E

ESil KA Eilipa
Ransomware (6) 20 000 BhZ i
Password (0) 20 000 R
Xss (9) 200 5 i AR
Mitm (4) 1043 ) NIk
Injection (1) 20 000 AT
DDoS (8) 20 000 A3 AT U4 R 5% Bk
DoS (7) 20 000 AR 55 ik
Backdoor (2) 20 000 Ja 1Bl
Scanning (3) 20 000 ESEiien
Normal (5) 50 000 I H

3.2 1Fi4ErR

ASCR R (Accuracy) A FI% (Recal)
FIF1fE (Fl-score) >k & A% {X 52 48 7 UNSW-
NB15 $fa 51 ToN-ToT Z#a £ LA Rtk . X4t
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T bR P VR E FE R3S . L FHME (true posi-
tive, TP): AEAIFRMIAN LR E IE R AT E
FRHYE (true negative, TND: AT FR AT 5L s &
ORI A S S BRI (false positive, FP):
BRI IESS, HEbR AR A S, &
P (false negative, FN): ERIFIM A 72, {H
SEPRE IE R AR R . #EFI R (Accuracy)
A F % (Recal) FF1{H (Fl-score) HJFKIA
X (14 ~X AD .

TP+TN

A - 100% (14
ceuracy = b T RN 00% (14)

TP .
Precision= TP+Fp X 100% (15
— TP o,
Recall= TP+ FN x 100% (16)
F1-score=2x Preqs%on xRecall x100% (17)
Precision+Recall

BEXS 2 03 RS, 7N FUE R 5 =itk
TR, RS SR MABCE Y B F1E  (weighted
Fl-score, Flye), MR (17 1HEFENZEHH
F11E, RINFL, %800 MR A B 247 hn
BT BI43 3 Flyeio F4HFUE, SRINBLFAE 1
BT AR

E@hmm

Fl—scoreweizi:o? (18

>N
=0
3.3 LWBSHIKE
A 5286 v Transformer iS85 . PSA fE (2

BENRI, £4.

&3 Transformer/RIZRSHITE

ZHAATR ZHUHE
ESSEN-WIDS 1 4
RRIE R ek 2 o2 64/128
Bt ) 2% ) 2% 4 P 512
SRA A HE S A 2
FR— A 0.000 01

FT4 PSABHESHILE

W (s=4) G RN BER N
0 1 3
1 4 5
2 8 7
3 16 9

3.4 HEETEEREDN

RVPAS A SRR R 1) S B NV 0, TR
Xof BT R AR Y (1 TF BT R FE AT S b o A N 4%
AR (A5 AT A B 3 A 35 25 ) 5 4 R R (i) &
e, HR/INE B2 IR AR R TE SR S R I8 4T
REERIGEIRARFE . A ST AR A 1 B R R HE T
FEEURE e . Transformer 4 15 25 F1 DSC-Inception-
PSAMSHL, - BEHAE BRI BT S RFAE B
VR, G R TR [ B AR W

B AN R B FE N L (R S s, R AE T
PRSI & T A RE MR, SR
8] 52 2% FE N O(Ldindmax ) dimax = 64/128. F 1,
Ainax R 5 R 43 SAT 55 I 1) d5 KA S 1
B, din REBMNTIRIEYEE . SRIEARE R
O(d” ou )+ O(Ldow )

Transformer & A4 2% 1) T 50 52 4% BE W - 2k 5
EDSEN-WALIN 1 Fitkeiks et Pl e SR E = ki)
filh, MANFINRLET AR O K. VR,
AN ) 52 24 PE N O(Ldmouer)» V5T 25 73 B
Sy BT BURVE I 24N O(L dimoger )o PRI
% I T ST (1 2 A 1) B 24 N O(L? dlmoen +
Ld o )e FoH, dmoqa (RFHMEAAE — 53 Rl 492
PRSI RS AE S, AR E L=43/49, dmeder=
64/128, H % SkiE = 7 1) & 2% FE BT dinoders
ARif, wEEREON S, LB REEQ. K. V
TR IR 2, X 0 2 B iR Y ) S BRIZ AT AL
R, PRI B 4. R 2R R 28 R R
FT 2 4 TR R 2%, 5 1R JE M dimodel 22BN ds
FE 1B B dinogers M T IX — 3L B2 19 B 0] 52 4% 5 N
O(Ldmoderdy)e 1, d=512, REPFRZ4ESE .
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ZEG WAL, Transformer 2 b5 25 I 2 A4 N [A] 52 % &2
HNO(Ldmogerdy+ L oge ) ZEIAEIEEEN O(Ld oderdy+
Ldmoder + L)

DSC-Inception-PSA i A T-#2 B & )7 41 L
(12 REHREIEE 2, A, DSC-Inception 45 #411]
B 18] 52 2% B SN O(Ld maxm),  m N DSC-Inception £
I3 SCHTA FRAEIEIE 2 AT ; PSA AR HR LA AR AIE 18 i
RIor Rs AR BG  BON R A A A% G AR @45
UKL R AL, TR B 2% 2N O(Ldimax S +
d2ax/S); DSC-Inception-PSA HEHLE FH /3 4H 35 FHAN
BEVERAVSGIES TSR, EIRTHHE
FIKRE I FI 52 7SI .

SR Ay HT, AR ST JE ) X % 9 N AR A AR
B FESHWE 9 Frox. 4546 Transformer 5
DSC-Inception-PSA B, A< 3 iy 4 A5 AL ] [7] i
SEPLIS AR E A 5 2 RO 2 [R5 B, 4871
AR B AR BRI X B AR Ty (43/
49, 1D MR RERET S, £ Transformer 5
Po, Oy 2 oy K 4k TE 43 nll 2 T = 64
128, M9 1 4 J5 B SCE B AE /s DSC-
Inception-PSA 5 H 71 B4 H2 BB 1) J5) 5 845 B
J&» Flatten JZ ) — 43 M1 22 43 85 HRFAE 4E Bk
1312, 2324,

NSEIASCERLN SR, SEERI B TH A Win-
dows 11 &4, 32 GB W17, #4ML Intel Core i7-
14650HX Fl GPU NVIDIA RTX 4060 kb3 %, T
Python 3.12.0 5 TensorFlow 2.18.0, CUDA 11.8.
BRI G R NR S, MEIIZGEE N80, Hit
RN 32, ARSI AR B A I - Y I ]

2050 s+ PEJERAFEAATIN T 28 ms, RHL
H AR SRS A GRAIE e M REAGL I A [ P 26 R4
RS E ATV, BAT BRI SEPr A
{IgI=RS

i |
i |
I =
| N E(43/49,1) HINE43/49,1) | i
[ AR A5 TERHE S
11| Bibd3/49,32) (43/49,32)
: Transformer | Transformer
! (43/49,64) | (?3/49,128)
V| ERIA12432) DSC- %i:wﬂlmzl/zzg,w
Pool_size(2,2) nclfgtz\on- ool_size(2,2)
Transformer
e : @028 | ||
, T 41/47,64) |!
[T qz?jﬂ%i(ze(g 71’)6 ) :
Pool_size(3,1) ﬁ,q: Z , |
I = |
AR (2324/3008) |
(1312/1504) !
! Dense(64) (E.imog Dense(64) (C;Zg,?izl !
inary ah
i Dense(1) [crossentropy) Dense(1) crossentropy):
|
i N Eh% :
L -

9 B THESHCHR/ZHID

3.5 HIERMEMEED T

f#i il AR-LOF %t UNSW-NB15 #§4f 45 #F 47 %
B, SRAERT R EHE 2 A b 10 B . 3
i, /DK A W Analysis (0) « Backdoor (1) .
Shellcode (8). Worms (9) RFEJ55 0 EF T
2.89%-. 1.72%-. 3.40%-. 1.69%, 2% #5540 Ge-
neric (5) . Normal (6) 4r 5 T B T 5.97%.
7.57%. BIBEAT WL, fii ] AR-LOF KFE A R
IS pine

K AR-LOF Xk 5 ADASYN &R AE 5 4
A HOERFEA, LGRS AS T4 o) L o [R] I &5
# RENN J V238 & Ml 2 BORFEA, IR R

*5 BRAGTHEERE

- » y T, B i) 52 2%
A I IATS pAE/TE S 7F H) A BE/x 10 pereTpP—— TR /s
AT =S UNSW-NBI5 0.82 51 73
ToN-IoT 0.82 46 8.1
EIES UNSW-NB15 1.96 53 7.6
ToN-IoT 1.96 49 8.3
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B E R FEE R S R B I R e 5
WREA . UNSW-NBI1S #0455 6 KA 1P Fa
PR an B 11 Brs . B LT AT, ISR S A 2K
o 7B R HEREE T, TAAE 2 502K
55 T IR 1Bl FR AR T 5.96%, INALF1 H A
83.01% #2142 88.26%

UNSW-NBISEHRARAERT G (45 RO E PIALNE0)

--©-- AR-LOFRA:H] ®
—@— AR-LOFXRAE)E &

36.90%

22.85%/"}
17.28% ®

e ®  16.88%
. (]
5.43%

2 5.58% 9.41% e
0.90% 0.59% 0.07%
0 1 2 3 4 5 6 7 8 9

K10 AR-LOF RFERT 5 UNSW-NB15 HdE4E 2K 51451k,

ToN-ToT ¥ 5 _F#EAT X ELS2ie . A F4E T R 5
7 UNSW-NB15 $#% 5 Fll TON-IoT %4 45 () = 31
AR 6. £7.

=6 A EIHEHMEAEBE UNSW-NB15 HIEEH RN

100% O Wik 22722 3% S FI |
0
89.65%  88.31% .

81.88% 82:35% 1 o 8826
80%F §
60% |-
40%1
20%}

O YN
AR-LOF A Hij AR-LOFRAE)5

u F11H AL F1LE
0.0 92.89% 87.62%
0.1 93.66% 87.75%
0.2 93.26% 88.24%
0.3 93.58% 88.26%
0.4 92.81% 88.44%
0.5 92.85% 87.22%
0.6 92.79% 86.91%
0.7 92.21% 86.88%
0.8 91.92% 86.5%
0.9 91.8% 85.5%

RT7T TEIEH A ToN-loT BiEEAIRM

U FlIA DAL F1AH
0.0 95.29% 90.62%
0.1 95.35% 91.03%
0.2 95.26% 91.05%
0.3 94.51% 90.22%
0.4 94.34% 89.38%
0.5 94.62% 89.66%
0.6 94.48% 88.71%
0.7 93.7% 87.9%
0.8 93.61% 88.13%
0.9 93.75% 88.59%

Bl 11 UNSW-NBI1S Hm &4 T RAE AR Fa broxt Lt

3.6 A EISMEXTEE HE RS2

it — 0 S SR TR BUR &= 7 5 R IE R R
AR SV IR AIE TR HURE e, 25328 2 3 ik 1Y) 5 A0
JZFTRAM #5854 o 550 2 A B AN 7E 5 52 1)
EIEH[ -« o ] RRHIEE IS 4 0 e JT, B L5
N\ RAM #5588 1 o AT A5 28008 bk B2 B TU AR R AR
R, MM EEAFER LR ). tHo=pa50,
R & e TR TR NN =R 3 AL E 7
L o 50 AR AIE LA 7 B, DT 5 T A 2R e
JTo FERFUBRE T AR BT I RE IR 00, L
6 2590.0,0.9], 73 7l /£ UNSW-NB15 £ 41 £ A1l

SO gE B R, 7E UNSW-NBI1S % 4 4 fl
ToN-ToT £ 4 [, AN [A] FY 10 B0 5 4 Wil 35 5 )
PR A P BE o 2 u=0.01FF, RAMBEBREk 3
BRICARFFERIRE T, AR ISR IURAE 13 18 45
g B NS I (R FHE 2 A, B
PEREA P os. R 6 A, ufE0.0% 0.9 2 [A],
B /E UNSW-NB1S £ S (e Frdk sl .
H, wfE0.1 % 03208, F1EMIIAF{HZH
Tk, I &R IEAE Ty 93.58% A1 88.26%, # HIHL
SHICRFIE AR 1A B T R BRUARRRE, 4R mpE
BT S B I BBURE R s T 24 w £E 0.4 52 0.9 22 [H]
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I, RRAE AR 7 B B 2 B BB A A RUE B &
S, kTSR AY 1) F LA AL F1 AR 43 0 T B
1.78% F12.76%. HE T, ufE0.1%E 022
), BRVERERSE HA R FUEMMAFLE LR
FFTE95% F191% DAL, T u kS8 K409, 1%
RUPEBE N 7331 T B 1.6% F12.44% .

Zr A HTRT A, BRBRME BB 5N B A
RN EE R o T R AR T . RS S RN
0.3 F10.1> B3I A 5 22 5 B 6 43 To AN 8 B TC AR e
fiE, SR SRR 5 ) 0K Tl mse
SO E B R R T A RHER A 2 0, H
SHFFAE e R, SEMRIM P R E2 08
R4, SIREA T4 R R R T o v, 4
EAE B BRI, IRCFLE T %
RFEEER, BRI 73 S A8 19855 -

3.7 HELLL

AR FEAN R RHAE Rl 5 B 6f 52 T Transformer-
DSC-Inception-PSA #5145 I ¥4 GE 1 5210, A% 5L
FEZ AR S5 by L HEAT 7 X EE S5, BLFE Trans-
former. T-DSC-Inception. T-DIPSA. T-DIPSA-F
A1 T-DIPSA-FRAM., X 2645 714 7333 45 5 1 DSC-
Inception 45 14 . PSA FH . Re fiE 191 52 HUASE e 2
RAM 5.

£ UNSW-NB15 % #fi £ A1 ToN-ToT % 4f5 45 1
TR Z oy KA AT S5 b, X EEARE Y ) 1 R
R I 2 R L3R 8. Transformer 455 8 (1) 36 B i 55
BN 7 DSC-Inception-PSA F14FIE 7l $i2 HU AR He (1)
T-DIPSA-F #1858 1 0 sh AR 53 A i &
Fe B4R R4 3R BE 70, RESh A T 48 K2 B Y [
I IR AR U B R AR AR A R 4R L R A AN
SUREE, R MRR R R P A RE . HI3R 8 W]

=8 IELAREURIMEREAIMIAR

EVEITES AT el GO R G AlRHR OB FL1
UNSW-NB15 S Transformer 91.99% 91.84% 91.92%
T-DSC-Inception 92.89% 92.84% 90.92%
T-DIPSA 93.01% 92.72% 92.88%
T-DIPSA-F 92.87% 93.35% 92.91%
T-DIPSA-FRAM 93.05% 93.78% 93.58%
EZIES Transformer 86.24% 85.17% 85.56%
T-DSC-Inception 86.84% 86.5% 86.33%
T-DIPSA 87.03% 87.03% 86.61%
T-DIPSA-F 88.55% 87.45% 87.77%
T-DIPSA-FRAM 89.65% 88.31% 88.26%
ToN-IoT ok Transformer 93.49% 93.89% 94.82%
T-DSC-Inception 92.80% 92.50% 93.58%
T-DIPSA 93.81% 92.72% 94.88%
T-DIPSA-F 94.87% 94.35% 94.91%
T-DIPSA-FRAM 95.17% 94.52% 95.35%
EZLES Transformer 88.64% 87.34% 87.99%
T-DSC-Inception 88.51% 86.91% 87.54%
T-DIPSA 88.03% 88.18% 88.76%
T-DIPSA-F 90.12% 89.21% 90.12%
T-DIPSA-FRAM 91.96% 90.47% 91.03%
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A1, T-DIPSA-F 5 i /£ UNSW-NB15 %§ 4} 45 il
ToN-IoT # 4 AL FIERAZE . HEIZ . F1ED HlE
T T 0.88%-. 1.51%-+ 0.99% Al 1.38%. 0.46%-
0.09%, F&HIE . A HBIFE . B FLE 7 5
PETF T 2.31%- 2.28%. 2.21% A1 1.48%- 1.87%-
2.13%. LSRR K Y], A DSC-Inception-PSA
S5 g FVRR R TP IR P i (o 3 4R T U AE 2
FATS F I TERE, R PR7E T SR e i 3 o
Y of 28 i) ) B 2% e 3 10 I U M . DSC-
Inception-PSA 1HL 2 A5 A B IR Z B, A 1A
X R AT A S R HERE 70, TRFAETERHL
B GE S AR P4, B AL T B 7 T = 4
P ARLERFAE I RIERE ST IRARAM S, mi4EdF
TETRFRHGS FE P/ DR RHE AR 31 2 R g, HZe
WUBIAT ROBAR T AR SRR IE B2k M R, 3
THRAYI 2 S SR I e . B2, F1{HAE UNSW-
NB15 #4fs £& (1) — 73 KM 2 3 ik 31 93.58% Al
88.26%, 7E ToN-loT HHHEEN — 7 KMZ 732k
$195.35%191.03%, 787riEH] | T-DIPSA-FRAM
BRAE NAZAS AT 55 Hh 1R S P RE
3.8 FHER#L

DR S W B8 I G RS R R B, R ¢
A BENLAT JE#k N\ (t-distributed stochastic neigh-
bor embedding, T-SNE) XI7E UNSW-NB15 I i
B P 27 0 8 J2 R AIE 1) B AT WAL RO
ZOr KT A BRAE ) S AT A an 12, B’ 13
~o B, Class 0fREKIEFFEA, Class 118K R
WREAS . HE 12, B3 AEH, 930,
B A MR, 2285, 5
FROEBR R N 2%, H T ABRB NG . 1%
SEREIL T AR SCVEAEIX 47 IEH AR AL R AR A
75 THI AR R

VY 53 & i J5 R AIE 7] B AT AR AL T 1] 14, T 15
oo 5% 2 20 2K4E %, Analysis (Class0)
Backdoor (Class 1) . Shellcode (Class 8) .
Worms (Class 9) 4 /b IFEATE 43 FE 007 19 %

TR RRAE [ B /- A VR EL, - Analysis 5 Backdoor I
RES, HFMESAMLF—8. 5735, Shell-
code F1 Worms J¥ il 58 %2 ##% , 1 Analysis 5 Back-
door B FR D, AHLLER UG5 A A BT

= Class 1

—_

(=3

S
T

W
(=}
T

50 100

-100 =50

100 |

T-SNE Dimension 2
Wi
=) S

T

|
W
(=4
T

=100

-100 =50 0 50 100

100 |

W
(=4 =3
T T

T-SNE Component 2

|
W
(=4
T

A Class 1

B Class 8

@ Class 9
1

~100 -50 0 50 100
B4 PO o EATRAE 1) 2 TR

-100
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100 |
~ S0F &
=]
S
: %5
s 0 » 13
= S N
2 » O
= =50 Wt
) ® Class 0
q' r A Class 1
—-100 | m Class 8
Plesss @ Class 9
1 1 1 1 I
-100 =50 0 50 100

BEI15  DY53 285 R ] &l LAk

3.9 XftEsei

NS UEA SCHTHR TV AT SE VR AN 251, i
PEUR LA & W 4% (deep neural network, DNN)
ANELA (8757 ¥EPO B 47 % B SE 0 o AN /) A R A
UNSW-NB15 %4 5 Fl ToN-Io T %4 4 119 25 1 #f
AP FLEIME 16, B 17 iR,

1.2
1.0
0.8
i
= 0.6 [
e=fr= DBN-LPP
04| == Transformer-MSCNN
< == CCAE-HAM
02k ) === Transformer-CNN X
—— A7 \
0 L N 1 1 1 1 1 1 1 L
1 2 3 4 5 7 8 9
eS|
B16 % J79:7E UNSW-NB15 % 8w (1 5f st SR
1.2
1.0}
0.8
i
) 0.6 |-
0.4 ==¥e= E-GraphSAGE
=== RF-GNN
0.2 === Transformer
== KT
O 1 1 1 1 1 1 1 1 1
1 7 8 9

“em’
B17 %774 ToN-ToT S et () H ot it

£ UNSW-NBI5 $(4i& #£ 1, CCAE-HAM™!
IR E g D 2% PR BB K TR, IR
FA S0 B L S U P AR OGS S, (HAELL
FHPRANRERFIE(S 2, FEO Analysis (0). Back-
door (1), Reconnaissance (7). Shellcode (8) .
Worms (9) D¥PEAX 53 FER % . DBN-LPPP"!
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